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Foreword

Following our annual Higher 
Education Conference, where the 
topic ‘Information technology as 
a catalyst for creating access to 
education’ featured, we consulted 
international publications in this 
sector and prepared a publication 
titled ‘Building digital trust’. This 
publication draws extensively on a 
UK publication with a similar title, 
and deals with key themes which are 
being discussed around information, 
communication and technology (ICT) 
systems across the South African 
education sector.

Such is the speed of technological 
advancement that organisations in 
all sectors are struggling to keep pace 
with demand. Whilst cyber security 
is the ‘hot topic’ on the radars of 
most university councils, the pace 
of change in technology and the 
education sector itself means keeping 
up is key not just to thrive but to 
survive. 

University councils should be able 
to answer cyber security questions 
around the following:

• How well protected is the 
institution from a potential cyber 
attack?

• What level of cyber security risk is 
considered acceptable? 

• How would the institution respond 
to a major cyber security incident? 

University councils also need to 
understand the challenges posed by 
the broader digital agenda:

• What is the institution’s ICT 
strategy, and how will this meet the 
needs of students today and in the 
future?

• How can the institution deliver 
more with less funding without 
compromising overarching security 
and availability?

• What are the institution’s social 
media and digital strategies? 

• What new educational delivery 
models should the institution be 
considering?

• Does the institution have sufficient 
capacity to support increased 
demand – particularly given the 
increase in the use of mobile 
devices and the exponential growth 
in online media streaming? 

• How is the institution leveraging 
the insight provided by the 
additional data held?

• How is the institution monitoring 
and responding to emerging risks, 
challenges and opportunities in the 
digital arena? 

If the answers to these questions are 
not at your fingertips, you are not 
alone. However, the expectations of 
university councils in terms of the 
digital agenda in higher education 
(HE) are growing. 
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The HE sector is a significantly 
different environment than it was 
several years ago, particularly in it’s 
now having become market-driven. 
The competition in the market for 
recruiting new students is getting 
stronger, and student retention is 
more critical than ever. This is being 
driven by the introduction of new 
entrants to the market in the form 
of private providers, both local and 
international. 

The White Paper on Post-School 
Education and Training (November 
2013) emphasises the role ICT 
can play in enhancing students’ 
mobility and information delivery, 
and providing broader access to 
knowledge. South African HE 
institutions still have a long way to 
go to make optimal use of ICT in the 
learning process. It is to be noted that 
some institutions have made progress 
in ICT adoption, but for some the 
adoption of ICT in teaching is not 

evident. Student expectations are 
now higher, and institutions must 
convince prospective students that 
they can offer an enriching academic 
and life experience.

Students are increasingly 
technologically aware and are 
interacting in different ways, with 
the trend being an increased use of 
information systems and technology. 
This puts the focus on ICT and the 
provision of systems that support the 
student journey.

The need for cost reductions and 
process efficiency has resulted 
in shared systems, requiring an 
investment to enable processes and 
to ensure that they are adapted 
to changing models of provision. 
There is also a need to enhance 
management information to support 
decision-making, given the more 
dynamic and competitive marketplace 
we are seeing across the sector.

Speed of change

Institutions are 
forced to embark 
on innovative 
change programmes 
to exploit new 
technologies.

Digital identity

Identity and security: 
The next wave of 
digital innovation 
relies on knowing 
who you are dealing 
with. Protecting 
systems and data is 
even more critical.

Hyper-connectivity

Institutions operate 
in a more dynamic 
environment that 
is increasingly 
interconnected and 
built around a model 
of open collaboration 
and trust.

Cloud

Cloud services break 
down the concept 
of a defined physical 
location and 
introduce an internet 
of applications. We 
will be trusting cloud 
providers with much 
more.

Analytics

‘Big Data’ presents 
huge opportunity 
for new commercial 
insights – but 
institutions will need 
to trust the data that 
drives their decisions. 
They will also need the 
expertise to analyse 
multiple data sets in a 
meaningful way.

Mobile

Smartphones offer 
new opportunities 
for institutions. 
Mobile payments 
will underpin the 
digital economy. 
Trust is essential 
for users to feel 
safe using it.

Social media

Social media 
institutions can 
understand and 
interact with 
students in new 
ways and can 
leverage social 
media to build 
knowledge.

Opportunity

The Need For Trust
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ICT risks for HE institutions to 
consider

Increasing student expectations 
regarding technology-enabled 
services

Risk/Challenge      Considerations for the institution  

Students are increasingly demanding more from 
institutions. 

Many institutions’ strategies and funding arrangements 
do not fully reflect the need to invest, although some are 
making progress in this area.

Students also have an increasing understanding of ICT 
issues, so overall learning and research strategies must be 
linked in with ICT strategies to meet student needs now 
and in the future.

Students have become accustomed to having the ability to 
access information on demand using mobile platforms. 

Students will have increasing expectations of readily being 
able to access scheduling and content information on 
demand. 

ICT strategies should have SMART-aligned objectives 
which allow progress monitoring and auditing to ensure 
they are being delivered, keeping up with the institution’s 
broader strategies. ICT strategies should be aligned to 
other key strategies such as learning and teaching. 

ICT strategies should be informed by student 
expectations. ICT departments and other parts of 
the institution should work together to understand 
information from key sources such as the student 
representative council and university outreach 
departments.

IT departments should horizon-scan the technological 
landscape to bring innovative ideas to the institution in 
supporting student activities.

An understanding is needed of current systems, 
architecture and student data and what is required 
to develop these to meet and exceed students’ ICT 
expectations. 

In some cases this may place pressure on resources in 
terms of staffing or systems, and therefore institutions 
should make proper provision and prioritise appropriately 
to ensure planned action can be delivered.

Institutions should also ensure that timely project 
reviews are undertaken to periodically assess whether 
the intended benefits of these projects are being realised.

1
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ICT security threats and cyber 
risk

IT consumerisation: Bring your 
own device (BYOD)

The PwC 2014 Global Economic Crime Survey reported an 
increase in cyber crime incidents in South Africa during 
the last two years. During the same period the incidence 
of intellectual property infringement, including data theft, 
remained the same.

Universities in South Africa hold significant intellectual 
property through substantial research and other 
commercial projects they undertake. As a result they are 
increasingly a target for malicious cyber attacks which 
continue to evolve in their nature. 

We also note the important role of HE institutions in 
contributing to cyber security research, and therefore the 
protection of that information is an important challenge.

Institutions should perform a cyber security risk 
assessment to assess their most valuable information and 
ensure that security arrangements are proportionate. 

This assessment should consider what information is 
held, where the information is held, and what contracts 
are in place with third parties who manage data on the 
institution’s behalf.

Institutions should consider existing arrangements 
for:

• Technology – Question the robustness and resilience of 
network architecture, applications, and other security 
systems;

• People – Assess culture and awareness, roles and 
responsibilities, and whether training arrangements are 
‘fit for purpose’; and

• Processes – Are management reports, monitoring and 
permission controls, and incident response procedures 
appropriate? 

The risks around cyber security go beyond traditional ICT 
security measures and require significant investment and 
cultural change from institutions.

2
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Students are increasingly expecting wireless and ‘on 
demand’ network access. 

Furthermore, the proliferation of mobile devices and the 
growing ‘bring your own device’ culture are adding to the 
complexities of institutions’ ICT risks.

Whilst recognising the need for proper arrangements in 
ICT security, mobile and flexible working is a continuing 
trend.

Mobile device security should be included on ICT risk 
registers, with key controls being tested and assurance 
sought on a regular basis.

Security arrangements need to reflect the changing 
pattern of device usage with regard to, for instance, 
backups, anti-virus programs, malware, firewalls, security 
access, and support by the university.
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Working practices and impact of 
technology

The growth in online media streaming and services such 
as Skype means the capacity of wireless network provision 
needs to be reviewed for current and future needs.

The need for institutions to make efficiency savings in 
response to the reduction in public funding and changes 
to tuition fee arrangements has resulted in institutions 
automating previously manual tasks.

Institutions are also seeking advantage over their 
competitors, and technology is seen as a way to drive 
broader transformation projects.

University systems are effective for traditional methods of 
delivery, for example three-year undergraduate courses 
spanning the standard academic year. With these courses 
becoming more flexible, some university systems are 
struggling to adapt to the new models required.

Institutions need to consider:

• How realistic transformation projects are, as they 
need to be achievable with the resources allocated to 
them and current technological solutions;

• The robustness of business cases for transformation 
to support change, with regular challenges around 
project implementation; 

• Cultural aspects associated with change, as 
institutions need to be willing to embrace significant 
change and manage the risks accordingly.

4
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Risk/Challenge      Considerations for the institution  

5 Management information and 
business intelligence

The extent of data collected by institutions has increased 
significantly, thereby also increasing the scope for greater 
insights. The Protection of Personal Information Act, 4 
of 2013 (PoPI) has increased the focus on data quality, 
but we are seeing an increasing level of data being 
collected and managed by the sector, including real-time 
information.

Using business intelligence allows for smarter operational 
decisions and interventions, for example when recruiting 
students and to identify students that are at high risk from 
failing or withdrawing from the institution. 

The dynamics of the global education market have 
increased the need for governing bodies to receive further 
insightful information in reporting. New and emerging 
patterns around student demand levels, the impact of 
pricing decisions, as well as the competing factors which 
influence league table positions and student satisfaction 
all have to be taken into account.

The introduction of key information sets and readily 
available national league tables has meant students, not 
just institutions, now have access to a broader set of data 
than in the past. 

Data analysis across multiple data sources is a 
relatively new concept for institutions compared to the 
commercial sectors, and therefore deriving meaningful 
insightful information varies significantly.

Institutions should consider:

• Nature of reporting – Are institutions asking the 
right questions to derive insight? The nature and 
focus of management reporting can significantly 
impact on the debate and decisions reached by the 
university council.

• Data analytics tools – These support management in 
discovering trends and making comparisons against 
large volumes of complex data, showing up simple 
yet meaningful trends which would not otherwise 
have been visible. Even if institutions have such tools 
they should consider whether tool capabilities are 
being maximised.

• Data assurance – Institutions should reflect on the 
level of assurance they have over the significant 
volumes of data they maintain, not just key data 
returns.
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6 Cloud computing

Cloud computing allows institutions to use internet-based 
services such as email and data storage. The uptake of 
this functionality across the sector has increased in recent 
years. 

There are a number of benefits that institutions are 
increasingly seeking to realise, including:

• access to increasing amounts of data in a more flexible 
manner, streamlining processes;

• availability of significant storage for staff and students;

• potential efficiency savings on the basis that institutions 
only pay for the services they use, without prohibitive 
investments in hardware and software, removing lost 
value from under-utilised hardware capacity; and

• ability to quickly deploy significant applications with 
the capacity to do so.

• potential efficiency savings on the basis that institutions 
only pay for the services they use, without prohibitive 
investments in hardware and software, removing lost 
value from under-utilised hardware capacity; and

• ability to quickly deploy significant applications with 
the capacity to do so.

• University ICT departments find it challenging to 
control end-users using unauthorised cloud services, 
particularly for storage and collaborative tools. The 
services are typically free, easy to sign up for and easy 
to use. In some cases they offer a better service than the 
institution can offer. The institution loses visibility and 
control of data that is being uploaded, which could be 
of a sensitive personal nature or of high research and 
commercial value.

The benefits of cloud computing have been the subject of 
widespread debate. Institutions should consider the risks 
around: 

• Procurement and security arrangements – When 
engaging with providers of services, institutions should 
consider the ICT and cyber security practices of the 
provider, looking at their ISO 27001 audit reports and 
ISAE 3402/SAS 70 reports on controls;

• Contracting – Understanding contracts with third 
parties and the various related responsibilities in 
complying with laws and regulations, with the 
institution ultimately keeping ownership of the data;

• Business continuity – Cloud services can occasionally 
experience outages, so ICT business continuity 
arrangements should make provision for this;

• Data classification – Institutions should classify data 
appropriately, ensuring that data stored in the cloud 
are within the bounds of relevant legislation and 
institutional policy; and

• Existing ICT provision – understanding whether 
existing ICT provision is fit for purpose and meets users’ 
needs.
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New education delivery models7

Institutions are increasingly seeking to evolve models 
for the delivery of course content, making use of new 
technology.

The growth of distance learning and the emergence 
of massive online open courses (MOOCs) is leading 
institutions to provide further online content. 

Institutions are also reflecting on the blending of face-
to-face time with e-learning, webinars and other online 
digital content.

• Institutions should reflect on their online and digital 
learning strategies;

• Assessment techniques should reflect the balance of 
classroom and online learning delivery;

• On-campus courses can potentially be tailored for an 
online format, thereby increasing potential access to 
courses;

• Changes being made will need to factor in staff and 
student ability to deliver and learn under new course 
models; and

• Underlying ICT infrastructure and commercial 
returns need to be carefully considered

8 Emerging risks and 
opportunities

The evolution of technology is creating a significant shift 
in the profile of risks facing the sector into areas outside 
institutions’ comfort zones, with data breaches and cyber 
security being hot topics.

University councils have largely focused on traditional 
areas of general ICT control in the past, such as password 
settings for applications, network backup arrangements, 
and program development. 

These areas are relatively inward looking and therefore do 
not reflect the full spectrum of risks facing the sector. 

Technology continues to develop and the emergence of 
cloud services, ‘the internet of things’, ‘bring your own 
device’, wearable technologies, 3D printing etc. all open 
up risk and control issues that go beyond the physical 
boundaries of institutions. 

University councils should be alive to understanding the 
business risks in exploiting technology and seek assurance 
they are being appropriately managed.

Institutions should ensure:

• Their risk registers properly account for known 
risks in this area, putting proper mitigation strategies 
in place;

• Escalation processes are in place to quickly elevate 
new and emerging risks in the ICT domain to the 
university council so timely and appropriate action can 
be taken;

• Mitigation strategies are proportionate to risk, 
possibly requiring institutions to reallocate resources to 
newer emerging areas of risk; and 

• Risk management around ICT management is 
embedded in working practices, adhering to relevant 
standards in this area.
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Risk/Challenge      Considerations for the institution  

Centralisation of ICT services 

Institutions are increasingly looking at centralising 
services and reducing the extent of duplication within 
faculties and other support departments. 

This has value-for-money benefits as well as improving 
control, therefore supporting the case for a common  
ICT platform. 

Central ICT teams should collaborate with faculties 
and departments to assess the levels of service in each 
area, identifying areas of potential duplication where 
common solutions could be implemented.

In our experience there is also likely to be some need 
for localised solutions for particular projects within 
faculties or departments. As such there is a challenge for 
institutions to strike a balance between leadership and 
control with collaboration to foster cultural change.

Project governance, organisation 
and expertise

All of the issues explored in this briefing are resulting in 
significant ICT projects for institutions.

The need for significant change means effective project 
management and governance structures are needed 
to ensure, firstly, timely delivery; secondly, that 
accountability arrangements are in place; and thirdly, that 
resources can be effectively allocated to projects. 

These ‘enablers’ underpin institutions’ responses to 
all these other issues which institutions are seeking to 
address. 

Institutions should review expertise within their 
teams, as traditional models of IT are not likely to be ‘fit 
for purpose’ for the future demands on the sector. 

This may require the reorganisation of some ICT 
functions, ensuring any skills gaps within teams are 
promptly addressed.

The governance structures which underpin 
transformation projects need to have senior and 
influential membership to deliver change. 
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