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The heart of the matter

A fully integrated, 
performance-oriented 
governance, risk, and 
compliance program 
enables value
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In today’s operating landscape,  
businesses are buffeted daily by 
the demands of rapid market shifts, 
political and environmental change, 
rapid technological advances, complex 
third-party relationships, and height-
ened regulatory scrutiny. The inability 
to keep pace with this change has put 
all organisations on a defensive risk 
footing. Driven by the need to comply 
with business and regulatory require-
ments and to protect the organisation 
and its stakeholders from loss, they’ve 
built their governance, risk manage-
ment, and compliance (GRC) activities 
on a practically ad hoc basis, each 
focused solely on protecting the busi-
ness from a specific risk or addressing a 
specific risk/compliance responsibility.

The result is often an unintentional 
separation of GRC activities, with 
each function working hard to fulfill 
its mandate but operating in the 

vacuum of its own silo, cut off from 
natural cross-functional alliances and 
lacking real alignment to the busi-
ness’s strategy and objectives. This lack 
of coordination and enterprise-wide 
focus can lead to gaps and inefficien-
cies in business risk coverage, lack 
of insight into the interconnections 
between risks, lack of confidence by 
key internal and external stakeholders, 
lack of support to the board for its 
oversight of enterprise risk manage-
ment, audit fatigue across the business 
from duplicative monitoring and 
testing, as well as excessive GRC costs. 

In a world that increasingly expects 
vital data to flow instantly wherever 
it’s needed, it’s no wonder many 
business leaders continue to view GRC 
as a necessary evil, a set of expensive 
corks that act as stoppers against 
value loss but keep the company in 
compliance mode, that does little to 

Figure 1: Business trends driving the need for iGRC 

Higher Consequences
Strategic consequences exist if companies are unable to manage governance, risk, compliance, 
and control requirements effectively, in light of the business trends

Drivers Potential strategic consequences

Shifts in technology

Increased strategic transactions

Movement into developing markets

Need for innovative products and services

Cyber security concerns

Increased reliance on vendors

 
 
Depressed market value and share price

Inability to meet customer demands 
related to quality and innovation

Regulatory/legal actions leading 
to damaged reputation

Operational issues impairing business objectives

Loss of confidence by internal 
and external stakeholders 

The inability to 
keep pace with 
multidirectional 
changes has put many 
organisations on a 
defensive risk footing
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create value and move the enterprise 
forward. Ironically, this attitude is 
particularly prevalent in the more 
heavily regulated industries, where 
a down-in-the-trenches focus on 
traditional compliance activities has 
prevented GRC leaders from focusing 
more of their time on enabling strategic 
and operational value because of the 
demands of new and evolving risks 
and regulations. Risk leaders find it 
harder to be a strategic asset when 
they need to keep their heads down 
focusing on baseline compliance issues. 
It’s time for that to change. (Figure 1.)

The complexity of today’s business 
environment demands that GRC 
assumes a new role, upping its 
value protection and compliance 
game and also becoming a direct 
enabler of business performance. 
Instead of functioning in silos, the 
disparate strands of GRC must be 

brought together into a coordinated, 
collaborative system whose people, 
processes, and technologies are 
integrated and synthesised for greater 
effectiveness and efficiency. Instead 
of being the dour face of “no,” GRC 
must become a positive, proactive 
force that pushes companies forward 
by providing a holistic view of risks, 
responsibilities, and opportunities. 
Instead of being a back-office 
watchdog, the GRC program must 
become a fully integrated part of 
the business, injecting a risk and 
compliance mindset into day-to-day 
activities across functions and aligning 
culture, people, and systems with 
management’s strategic priorities, 
financial and operational imperatives, 
and business performance drivers. 
This also includes working closer 
with other (indirectly involved) 
departments like HR, Communications, 
Finance or Internal Audit.

We call this kind of integrated, strategic 
approach iGRC. We also call it the 
future.

The complexity of 
today’s business 
environment demands 
that GRC assumes a 
new role, upping its 
value protection and 
compliance game and 
also becoming a direct 
enabler of business 
performance
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An in-depth discussion

iGRC: Breaking down 
the walls to create value 
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Business success requires visibility— 
into markets, into customers’ 
future-state needs, into risks, into 
opportunities, and into obligations. 

Across industries, a company’s business 
strategies and decisions are more 
likely to succeed if they are informed 
from the start by a thorough, balanced 
examination of all applicable risks 
and regulatory/ethical considerations, 
whether they be around new products 
and services, new geographies, new 
business models, new third-party 
relationships, or planned acquisitions 
or divestitures. Providing such a 
thorough, balanced examination of risk 
and compliance issues also requires 
visibility—not just across the landscape 

of known and emerging risks but also 
across the various GRC silos, through 
ingrained ideas of GRC scope, and into 
the vision of a more effective, efficient, 
and value-generating GRC framework. 

Getting to iGRC is a journey, a process 
of breaking down walls and opening up 
lines of communication, coordination, 
and collaboration between the 
organisation’s various risk and 
compliance groups and activities. (See 
“Making it happen: GRC optimisation 
and integration strategies,” page 13.) 
It’s about establishing clear ownership 
of risk and compliance in the business, 
driving efficiency and effectiveness, 
and providing the business with 
better data and improved reporting 

Traditional GRC   

Value protection & enablement

Enable and integrate
GRC building blocks

Align GRC to 
Business Performance Drivers

iGRC

Figure 2: iGRC 

Growing your perspective on the business to maximise relevance 

Intergrating 
Governance, Risk 
and Compliance is a 
journey, a process of 
breaking down walls 
and opening up lines 
of communication, 
coordination, and 
collaboration between 
the organisation’s 
various risk and 
compliance groups  
and activities 
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of leading risk indicators. It’s about 
establishing accountability at all levels 
of the organisation, and embedding 
GRC into the employee lifecycle from 
recruitment through retirement. It’s 
about spearheading the effective use 
of technology across all risk functions 
and across the business at large to 
create a single enterprise view.

iGRC enables high-value GRC activities, 
integrates GRC-related activities across 
the enterprise, and aligns to business 
performance drivers to help the business 
make better decisions. (Figure 2.)  
iGRC corrects the deficiencies of 
traditional GRC at every level.  
(Figure 3.)

Optimising GRC activities and 
integrating them into planning, 
strategy, and business operations 

arms management with an up-front 
competitive advantage, allowing it 
to make better-informed decisions 
and avoid potential pitfalls 
across the risk spectrum—from 
operational, third-party, credit, 
market, strategic, and technology 
to legal, ethical, and regulatory. 

It will also help in providing 
stronger assurance over risks. By 
aligning the risk activites with the 
likes of Internal Audit, companies 
can better assess their current 
situation, which will also help in 
making better informed decisions.

In the following section, we’ll explore 
some of the benefits an optimised, 
integrated GRC framework can provide 
companies and their stakeholders with.

iGRC enables high-
value GRC activities... 
and aligns to business 
performance drivers  
to help the business 
make better decisions

Traditional GRC iGRC

High cost/difficult to measure ROI

Gaps/redundancies in risk coverage

Minimal focus on emerging risks 

Focus solely on value protection 

Indirect linkage to performance drivers

Does not support management decisions 

Enhanced efficiency/measurable ROI

Optimised risk coverage/collaboration across risk 

High focus on emerging risks

Focus on value protection and enablement

Direct linkage to performance drivers

Support for management decision making 

Figure 3: Traditional vs. iGRC



9 An in-depth discussion

Key benefits of iGRC

a key driver and risk management 
has identified specific risks that 
undermine the provision of a good 
customer experience (e.g., product 
quality issues, delays due to supply 
chain problems, slow response time to 
customer communications), then GRC 
efforts can be focused to specifically 
align to the customer satisfaction 
issue. Forging this sort of alignment 
requires getting down below high-
level strategy and being as specific 
as possible regarding the drivers of 
performance and how GRC efforts 
can support them. Doing so can also 
help focus GRC resources and time: 
If a risk cannot be directly linked to a 
performance driver, it may not in fact 
be among the key risks that need to be 
monitored at the GRC activity level.

A more effective early-warning 
system for emerging risk issues 

A fully optimised and integrated 
GRC framework that employs tactics 
and tools such as a continuous risk 
assessment and predictive analytics 
can alert stakeholders to potential 
risk-related issues in a more timely 
manner. This allows leadership to 
build the necessary controls into 
the infrastructure and ultimately 
avoid catastrophic risk impacts, 
such as reputational damage. 

Stepping up to iGRC creates 
possibilities. For chief compliance 
officers, chief risk officers, and other 
GRC leaders, it provides a streamlined 
platform from which to increase their 
relevance by driving GRC activities 
in a more strategic, value-enhancing 
direction. For business leaders, it 
provides a proactive, unified risk 
management framework to enable 
better decisions that impact strategy, 
operations, and the bottom line. 

Significant benefits that can accrue 
to a company through optimised and 
integrated GRC activities include: 

Support for strategic priorities 

Re-positioning GRC activities to 
help the organisation hit its strategic 
priorities and other operational/
financial imperatives means 
prioritising the business risks that align 
to specific business drivers, whether 
related to operations (e.g., customer 
satisfaction, key resource retention), 
finance (e.g., earnings per share, return 
on invested capital), or strategy (e.g., 
strategic transactions, market share), 
as dictated by the needs of the company 
and the sector in which it operates.

For instance, if an organisation has 
identified customer satisfaction as 

For business leaders, 
iGRC provides a 
proactive, unified 
risk management 
framework to enable 
better decisions
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Enhanced ability to spot gaps 
and optimise coverage 

Operating GRC activities in silos is 
a recipe for coverage gaps, as well 
as for over-coverage of risks. With 
multiple functions following their 
own agendas, there’s great potential 
for unfounded assumptions regarding 
who’s covering which risk area, 
leading to gaps in risk coverage. Such 
gaps have the potential to impact 
all stakeholders, from the board 
on down, and may invite enhanced 
regulatory scrutiny. At the opposite 
end, lack of GRC coordination can 
also lead to a particular risk receiving 
coverage from multiple functions, 
disproportionate to its importance. 
By duplicating efforts around these 
low-lying risks, the company may 
be in danger of under-reviewing 
other, more important risk areas. 
Integration and close coordina tion of 
GRC activities can thus serve to better 
target resources toward strategic risks, 
in addition to improving transparency 
for better compliance with coverage-
related regulatory requirements.

Enhanced visibility into 
interconnected risks across  
the enterprise 

Integration across a company’s GRC 
activities can lead to enhanced 
abilities to map risk connections, 
allocate appropriate monitoring, 
and generate alerts. For example, a 
business might monitor several risks 
that are low-priority when viewed 
on their own, but are connected to 
one of the business’s top-five key 

risks. If all of these risks reside in 
separate monitoring silos, there’s a 
danger the low-priority risks could 
sail under the radar and potentially 
trigger a chain reaction or network 
effect, with impacts all the way up 
to the business’s critical risks. By 
integrating GRC activities, businesses 
gain a holistic view of risk that cuts 
across functional lines and across 
the risks themselves, enabling 
leaders to make better-informed 
decisions, both day-to-day and in their 
strategic planning for the future.

Metrics to support management 
decision making 

Related to the above, one of the most 
overlooked benefits of an integrated 
GRC structure is the ability to generate 
information through key performance 
indicators (KPIs) and key risk indicators 
(KRIs) that can help management 
make more informed decisions. 
Leveraging GRC activities to enable 
opportunity through decision-making 
support is a good way to achieve real 
return on the GRC investment.

Cost control and greater 
efficiency in overall GRC efforts 

When GRC activities are operating in 
a truly integrated fashion, activities 
across the four lines of defense 
(i.e., executive/board-level risk 
assessment and definition activities, 
risk management and compliance 
functions), have no walls. Instead, 
the functions are constantly 
communicating, coordinating and 
collaborating, sharing their resources 

Leveraging GRC 
activities to enable 
opportunity through 
decision-making 
support is a good way 
to achieve real return 
on the GRC investment
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and leveraging each others’ review and 
testing efforts. This not only reduces 
the overall cost of GRC efforts, but also 
smoothes the process of partnering 
with third-party managed GRC service 
providers due to the fact that all risk-
management and compliance efforts 
are reading from the same script. 

Reduced audit fatigue on  
the business 

Enhanced alignment and coordination 
between the disparate risk, 
compliance, and audit functions 
provides tangible relief for the 
business, which could otherwise be 
receiving multiple requests from 
multiple risk functions, often within 
the same time frames and in the same 
focus areas. Coordinated review and 
testing efforts save business units time 
and resources that they can put back 
to the real work at hand: furthering 
the company’s business goals.

Increased stakeholder 
confidence 

Board members, executives, 
operational leaders, and third parties 

all rely on the intelligence produced 
by GRC activities, and the more 
fully those activities are integrated 
and optimised, the more confidence 
they can provide stakeholders in 
relation to their respective enterprise 
risk oversight responsibilities. 

Support for the board in 
discharging its oversight 
responsibilities 

Most contemporary board charters 
(and even specific committee charters) 
specify that the board is responsible 
for some form of oversight on all 
the organisation’s enterprise risk 
management activities—either 
direct oversight or supervision of 
management’s oversight. However, 
many boards are challenged in that 
responsibility because the siloed nature 
of their companies’ GRC activities do 
not give them a panoramic view of 
the organisation’s risk management 
activities on which to base oversight 
decisions. An integrated view over 
GRC is critical to enhancing their 
understanding of key business risks 
and allowing them to fully discharge 
their oversight responsibility.

Coordinated review 
and testing efforts  
save business units  
time and resources  
that they can put  
back into the real work  
at hand: furthering  
the company’s  
business goals

How PwC can help build an integrated GRC program enabled by technology

When successfully deployed, organizations find GRC technology to be invaluable. However, in other instances, GRC 
technology has failed to deliver the generally accepted benefits of greater insight, comfort and efficiency. These 
contrasting outcomes can arise despite the underlying program objectives being similar or even identical. The 
difference, then, is in the deployment program itself, be it the selection of the right technology, the implementa-
tion of the chosen tool(s) or maintaining a sustainable operating model – all areas where we provide support.
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Opportunity and continuity:  
Cascading value in the GRC continuum

The value of an integrated, optimised, and 
forward-looking GRC framework doesn’t 
derive from a mere shift in the focus of 
GRC activities, but from amplifying their 
collaboration, data management, and 
analytics abilities to such a degree that 
value protection merges with value creation.

Each GRC activity within a company should 
shift to an integrated agenda. Regardless 
of which GRC activity we are considering, 
the scope and focus should be on aligning 
the business performance drivers that fuel 
the strategic movement of the company. 
This performance-oriented focus will 
increase the GRC framework’s relevance 
to key stakeholders by enabling both value 
protection and value creation.
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Making it happen: GRC optimisation and integration strategies

The process of moving a company’s 
GRC activities from a strict value-
protection stance to one that also 
enables business performance must 
begin with an assessment of the 
business’s current GRC abilities and 
alignment. Stakeholders must ask 
themselves: Are we identifying 
the right business risks? Are we 
mitigating these risks appropriately? 
Are we looking around the corner 
for the next set of emerging 
risks? How entrenched are our 
individual GRC silos? How is our 
culture going to have to shift 
to enable an iGRC mandate?

Beyond those basic questions, 
a number of specific strategies 
can put you on the path to GRC 
integration and optimisation.

Build continuous 
communication 

First, establish mechanisms to promote 
continuous communication between 
the company’s various GRC activities. 
This should include both formal 
communications such as monthly 
discussions and also less formal and 
more frequent touch points on a 
day-to-day and week-by-week basis. 

Share annual plans and testing 
schedules 

To promote coordination, reduce 
duplicative efforts, and foster broader 
understanding of review scope, 

timing, and direction, the various GRC 
activities should share their annual 
plans and testing schedules with one 
another and with Internal Audit. 

Perform joint risk assessments 

Collaboration on risk assessments 
reduces the burden on resources 
within the individual GRC activities 
and across the enterprise while 
simultaneously amplifying the 
scope and usability of results.

Share key issues and findings 

Sharing the key issues and findings 
of audits/reviews with risk functions 
that did not participate in those 
reviews allows those functions 
to leverage that intelligence and 
avoid duplicative efforts.

Coordinate follow-up activities 

GRC activities quite often require 
follow-up on identified issues. When 
GRC is not coordinated, activities 
across different functions will often 
identify similar issues and conduct 
separate follow-up processes with 
the business—a clear instance 
of duplicative efforts that can be 
solved through coordination.

Share resources and training 
programs 

A company may be structured in 
such a way that its risk management 

group is ten times the size of its 
compliance function. In such cases, 
a sensible integration approach is for 
the compliance function to leverage 
risk management resources as needed, 
and for the two groups to share 
strategies around training programs.

Plan joint risk assurance 
mapping 

As an element of long-term planning, 
a company’s risk functions can 
collaborate on risk assurance mapping 
to build a shared understanding of 
where key risks reside throughout 
the organisation, and which group or 
groups will monitor which risks. The 
more coordination you bring to bear on 
risk mapping, the more quickly you’ll 
uncover gaps and redundancies and 
build a more effective and efficient 
overall risk management program.
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Transforming risk and 
compliance functions 
into strategic assets
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Imperatives to consider for iGRC 

Some questions to ask yourself:

• Is the scope of our GRC activities 
directly aligned to what matters 
most in the organisation?

• Does our risk assessment process 
consider emerging risks?

• Is our compliance program 
reactive or proactive?

• Do we have a dynamic business 
continuity management plan 
to address changing risks?

iGRC is about bringing risk and 
compliance closer to the heart 
of your business—making GRC 
more relevant, improving ROI, and 
leveraging the function’s expertise 
to make the business stronger.

It will – for example – also help in 
strengthening the work of Internal 
Audit, as an aligned approach 
can assist in producing quicker 
results with a higher quality.

PwC developed a systematic approach 
with which we can help you create 
an integrated GRC function in your 
organisation. More details can be found 
in the “Protecting and enabling business 
performance” brochure (which can be 
found in the back of this brochure).

Do your various risk and compliance 
functions coordinate and collaborate? 
Is there fear of creating audit fatigue 
within your organisation? Have you 
coordinated your compliance and 
risk-related functions to provide 
your business with holistic insights 
that will help you make better 
decisions? Breaking down silos 
is just the first step in building a 
better, more informed future. 

How many risk-related reports are you 
currently providing to the board? If 
it’s more than one, it’s too many. You 
can meet all the risk-related needs of 
the board and management with a 
single comprehensive report detailing 
all of your compliance issues and the 
controls to mitigate those issues. 

As a risk manager, how do you 
drive your relevance within the 
organisation? Are you optimising 
the value you can bring to the 
organisation? Do stakeholders 
perceive the risk and compliance 
functions to be strategic assets?

You can meet all the 
risk-related needs 
of the board and 
management with a 
single comprehensive 
report 
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Is your business ready for iGRC?

establish the appropriate culture for the 
effort, facilitating the processes and 
setting the approach and the tone-at-
the-top regarding GRC’s importance. 
Optimisation of GRC activities will 
never happen if management doesn’t 
hold up its end and embrace the 
idea that GRC is an interconnected 
process across risk management’s 
lines of defense, from top to bottom. 
At the same time, a company won’t 
achieve GRC optimisation until 
the processes become embedded 
in the culture, the mission, and 
the day-to-day functioning of the 
enterprise. GRC may be the functional 
responsibility of the chief risk officer 
or the chief compliance officer, 
but it becomes operationalised 
only when it becomes inextricably 
embedded within the business.

For companies to get the most out 
of their investment in GRC, their 
governance, risk management, and 
compliance activities must not only 
focus on value protection but also 
align to value creation. By linking 
integrated GRC activities to key 
business performance drivers and 
strategic priorities, stakeholders at the 
GRC, C-suite, board and Internal Audit 
levels will all reap tangible rewards: 
GRC leaders win by enhancing the 
value of their function, gaining 
efficiencies with measurable ROI, 
and weaving their function more 
tightly into the business as a whole. 
Company leaders win by gaining 
better, more relevant data to inform 
their decision-making and strategy.

To get to that point, responsibility for 
GRC must cut across the enterprise. 
The board and management must 

GRC leaders win by 
enhancing the value of 
their function, gaining 
efficiencies with 
measurable ROI, and 
weaving their function 
more tightly into the 
business as a whole

Benefits of GRC technology

• Technology is the key enabler to benefits of GRC

• With varying levels of  maturity in risk and compliance processes,  enterprises are facing a challenge  in identifying 
and implementing the right GRC tool that meets their needs

• PwC acts as catalyst, helping our clients to strike the right balance between GRC technology and process

Implementation Governance 
Model 

     Technology 
Roadmap 

Foundational 
Elements 

• Identification of Stakeholders
• Governance Structure
• RACI Model for Governance
• Walk through the 

Governance Process

• Importance of Common Language
• Opportunities for Integration
• Integrated Data Model
• Data Aggregation for 

Enterprise view

• Process Identification
• Process to Technology Solution Map
• Implementation schedule prioritisation
• Identification of dependencies 

and integration points
• Identification of Reporting requirements

• Build GRC Governance Model
• Build GRC Data Model
• Build Technology Foundation
• Solution Implementation 

as per Roadmap

How GRC technology can help you
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PwC’s Risk Management  
Services include:

• Risk appetite statements 
and frameworks

• Development of strategy, 
policies and framework

• Risk assessment (enterprise, 
business unit, emerging)

• ERM maturity assessment

• Risk response strategy review

• Integrated risk coordination

• Third party (vendor) 
risk management

• Risk services support

PwC’s Compliance Services 
include:

• Corporate compliance 
program assessment

• Corporate compliance program build

• Compliance risk assessment

• Managed compliance services

• Financial services compliance

PwC’s Business Continuity 
Management Services include:

• Business continuity management 
program assessment

PwC offers a set of end-to-end solutions to assist companies with optimising and integrating their GRC framework. 
This includes services that address risk management activities, corporate compliance efforts, business continuity 
management and GRC tools. Our iGRC practice is organised into four pillars: Risk Management Services, Compliance 
Services, Business Continuity Management Services, and GRC Technology Enablement Services. Within each of these 
pillars are sets of solutions that address our clients’ specific GRC needs and help drive their GRC framework.

 PwC’s Risk Assurance practice

PwC’s Corporate Governance 
services include:

• Analysing, optimising and 
creating integrated reporting

• Assessing your current 
governance structures and 
creating to-be scenarios

• Board evaluation services

PwC’s Internal Audit services 
include:

• Reviewing your Internal 
Audit function

• Assisting you with fulfilling 
Internal Audit requirements

• Upgrading your Internal 
Audit service offering

• Business continuity management 
program implementation

• Business continuity 
management program testing, 
maintenance, and training

• Disaster recovery planning

PwC’s GRC Technology 
Enablement Services include:

• GRC technology strategy

• GRC process automation and 
integration roadmap

• GRC tool evaluation

• GRC tool design, development, 
deployment and optimisation

• GRC tool support, 
maintenance and training

Each of these iGRC services is designed to help companies optimise and 
integrate their GRC activities and to align them to their performance 
agenda.

Additional material: iGRC brochure Protecting and  
enabling business performance
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